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Abstract 

IoT has continued to evolve over the years with a promise to provide the users with 

effective means to interact, communicate, transact and create strong relationship. The invention 

and the development of IoT have created benefits for many businesses and individuals. However, 

as the IoT continues to evolve and develop, it has been subjected to certain threats and 

vulnerabilities.  The common vulnerabilities notable in IoT include the security, privacy and data 

protection concerns. These issues have not been addressed by many scholars thus necessitated the 

need for this research study. Therefor the research study was concerned with the developed of a 

new IoT model that can enhance the security and privacy of the users of the IoT. The results 

indicate that the new model can be effective in addressing the needs of the IoT users. However, it 

noted that future research studies are still needed to improve the performance of the IoT security 

models.  
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Introduction 

The current global environment is characterized with the rapid growth in the Internet of 

Things. The Internet of Things (IOT) have changed the way people communicate do business, 

work, interact, educate, and transact with each other. Although the rapid growth in IoT has been 

beneficial to many individuals and businesses, it has been subjected to certain challenges that affect 

its effectiveness in meeting the established goals [1]. Internet of things was initially developed to 

help connect the globe to an internet platform. Since its introduction, millions of businesses, 

individuals, and other devices have been connected via IoT [41].  This shows that it has been a 
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major technological innovation that has shaped the global business landscape. Many of the current 

research studies have exposed that the IoT has many vulnerabilities that has compromised its usage 

in many areas [42]. Currently, the IoT technology is synonymous among many industries that are 

making significant attempt to gain a competive edge in the market. A research study by [2] shows 

that the major threat for the application of IoT is the privacy issue. It is a concern for many of the 

information technology experts to come up with an appropriate technology to address the issue of 

the privacy. The other study on IoT vulnerabilities indicated that it is critical to design an 

appropriate IoT infrastructure that can improve the data protection of individuals [41]. The 

effectiveness of the IoT relies on its ability to protect the data of users. In particular, the protection 

of data and information that are personal and confidential to users should be apriority to the 

software developers. The software developers should ensure that they come up with appropriate 

design that can enhance the security of the internet users [43].  

The popularity of IoT has rapidly increased over the past decades since these technologies 

are used to serve various purposes such as transportation, communication, business development, 

and education. According to [43], IoT introduced the concept of hyperconnectivity, which implies 

the individuals and businesses are able to communicate with each other effortlessly from remote 

places. IoT was initially invented in 199 for the primary purpose of promoting the concept of Radio 

Frequency Identification (RFID), which included the embedded actuators and sensors. However, 

the original concept of the IoT was introduced during 1960s and was initially referred to as the 

embedded Internet or pervasive computing [44]. The IoT concept was introduced to enhance the 

supply chain processes and activities.  However, the growth in diverse functionality and 

applications of IoT has helped achieve the strong popularity in 2010.  As the concept of IoT 

continues to expand and gain popularity globally, many countries accepted its implementation as 

a means to achieve a competitive edge in the market.  As an example, the government of China 

gave the strategic priority on the development of IoT and introduced a five-year expansion plan.  

The massive explosion of IoT started in 2011 with the introduction of devices that include the 

smart-energy meters, wearable devices and home automation [45].  This rapid development of IoT 

has benefitted many organizations across different industries in various ways. In addition, it has 

helped improve and support the business strategies and market research.  Similarly, IoT has helped 

enhance the individual’s lifestyles through the introduction of automated services. However, the 

uncontrolled expansion of the IoT has comprised its privacy and security [43]. 
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Various activities such as failure to change passwords, unconscious us, and lack of device 

updates has typical increased the risks of cybersecurity and accessibility to malicious application 

in the IoT system’s data. Such threats and intrusion in the IoT data system increases the likelihood 

of data breach and other security vulnerabilities. Majority of the security professionals argues that 

IoT is the vulnerable platform for cyberattacks because of the weak security policies and protocols 

[46]. Although several mechanisms have been implemented to protect the IoT system and devices 

from attacks, there is inappropriate documentation of the security guidelines. As a result, the end 

users might not be in a position to use the protected measures to counter the data attack. In essence, 

hackers have developed various types of malware to attack the IoT applications from 2008 [7]. In 

particular, they have designed the phishing techniques, which they use to provoke individuals or 

employees to share and reveal sensitive data and information. Thus, the personal devices and 

corporate workstations frequently face privacy and confidentiality violation due to the high profile 

risks [40].  If the manufacturers of the devices and security experts assess the cyber threats 

accurately, they can design and develop an efficient and effective protective system and 

mechanism to neutralize or prevent the cyber threats [43]. 

Theoretical Framework 

The research is based on the theoretical framework that focuses on general framework 

architecture. The general framework architecture is designed to help in monitoring and 

surveillance of activities to address the issue of trust among the parties transacting via blockchain. 

The general framework was developed by [8] to reduce the threats and vulnerabilities regarding 

the internet of things.  The research paper will meet most of the requirements of IoT systems and 

block technology by design appropriate architecture that combines the IoT and the block chain 

[47]. The main layers of the system architecture include devices, data, applications, security, 

integrity, IoT, SQL and program interface bbb. The framework developed for this research study 

follows the nomenclature of the International Electro-technical   Commissions or the System 

Committee Acted Assisted Learning [9].   

Operational Definitions 

 IoT is used to refer to the Internet of Things 

 Security refers to the threats in IoT 
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 Privacy refers to the confidentiality of the IoT users 

 Data protection is the protection of data for the users of IoT 

Industry description 

The IoT industry is currently evolving fast to incorporate the changes in technology. 

Blockchain is emerging as a powerful industry that supports the operation of many firms and 

businesses across different sectors [10]. The emergence of blockchain as an innovative and 

disruptive technology has evidently helped revolutionize the information, communication and 

transactions [39]. Currently, there are several attempts and research studies aimed at integrating 

blockchain technology with IoT. The research thus considers various models that have been used 

to align the blockchain technology with the past and recommend the best model that can help 

improve the accuracy and accountability of the blockchain technology [11].  

Literature Review 

Several scholars have suggested that there exist various challenges of IoT that include 

spoofing attack and jamming as well as the unauthorized access, which can compromise the 

integrity of the user’s data [12]. However, potential solutions that can help users to secure their 

IoT data can be designed and implemented [37]. The implementation of the various security and 

threat measures can prove effective in securing the IoT devices and applications. Accordingly, 

there are various privacy threats and vulnerabilities that have emerged over the past few decades 

and pose a significant threat in penetrating and attacking IoT devices and applications in 

organizations and businesses [13].  As a result, the organizations and businesses should deploy 

appropriate scanning and monitoring tools and techniques to for all their IoT applications and 

devices that can help in detecting any type of threats related to data privacy and attempt to mitigate 

the risk associated with breaching [38]. In essence, the traffic analyzers and interceptors help in 

the identification and investigation of the various cyber threats.  

There are various research studies and services that have been conducted to identify the 

current trends in IoT security and threats [14]. The multiple applications, services and devices 

present certain attack vectors and challenges to different IoT devices and their applications. The 

existence of the various simulation tools, availability of several platforms, and presence of 

modelers to conform to the security protocol can help produce the protocol associated with the 

novel IoT privacy and security [15].  It is argued that the rapid progress and growth in the research 

associated with the IoT security and privacy has supported the research on appropriate IoT 

infrastructure that can protect the privacy and security of the users [16].  The aim is to ensure that 

the IoT devices and application succeed in serving individuals and businesses across the globe 

[48].  

Although there are enormous benefits of IoT to the users, it is believed that there are several 

challenges attributed to its usage. The privacy risks and cyber security issues are the main concerns 

that have been cited by many scholars [17]. The two challenges are posing enormous threats and 

predicament to the majority of individuals and organizations in their attempt to conduct different 
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activities and obligations. The common high profile cyber-attacks are an indication of the 

vulnerabilities of the IoT applications and devices [18].  

Problem statement & Research Gap & Research Contribution 

The main problem is to reduce the security vulnerabilities and threats of the IoT devices. 

It is important that IT professionals to develop appropriate IoT design that can effectively reduce 

the security vulnerabilities [19]. Currently, the rapid growth on the seucirity vulnerability exposes 

the firms to various threats that can affect their operation [20]. The contribution of the current 

research study plays an important role in enhancing the future design of the IoT infrastructure.  

 

Research MODEL & Hypotheses 

The research study emphasized on the two main models to help analyses the privacy and 

security of the IoT devices and applications [21]. The work proposes the new view of the IoT 

models that includes the generic and stretched. Both the proposed models have security and 

privacy components and the layers of separation and identification. The research is completed by 

building cloud or edge supported IoT application and system to help in the implementation of the 

proposed IoT models. The research starts by first introducing the generic and stretched models. It 

then describes the experimental set up as well as the implementation of the environment which 

primarily consists of the layered model implementation [22]. Lastly, the research presents and 

discusses the findings and results of the study.  The research model is appropriate as it enables the 

assessment of the various privacy and security issues in the design of the IoT infrastructure.  

The generic IoT layered data is the main perceptive of the research study.  The generic 

architecture of the IoT model consists of a group of the wireless connection, cloud, devices, and 

end user layers [23]. In this model, the device layers include the pool of the internet-enabled sensor 

devices, communication protocols and data acquisition circuitry [36].  It also has the 

communication protocols that typically send the data and information to remote or local storage to 

enable further processing, removal of noise, data massaging, and feature extraction [24].  In 

addition, the devices allow for the real time collection of data and information using different 

frequencies of acquisition.  The cloud layer typically hosts the data and information collected from 

the sensor [49]. The figure 1 below shows the generic layered model.  

 

 

 

 

 

Figure 1: IoT Generic Layered Model 
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The stretched layered model is another IoT architecture proposed for this research study. 

The stretched layered model has the additional features to the generic layered model [25]. It is a 

stretched version of the generic layered model with additional features which include edge, new 

layers and fog [50]. The three layers can typically overcome and address the latency concerns due 

to the dependence on the cloud layer services and can make faster decisions [35]. The edge 

commuting basically occurs to the devices and applications attached to the sensors [26]. They can 

provide the real-time information, control and decisions to the data sources and also communicate 

with the other layers in order to transfer the collected data for fusion. It is also note that the fog 

computing layer moves the edge computing activities to a powerful computing resources 

connected to the local area network [27]. The added benefits on the model help improve the level 

of security and privacy issue on the IoT devices and applications.  

 

Figure 2: IoT Stretched Model 
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The methodology of the research study considered the experimental research design. The 

experimental research model was considered as an appropriate in improve the current security and 

privacy issues associated with the previous models. The study developed the proposed models, 

which was The Layered Cloud-Edge-Iot Model [28].  The aims of the study were to reduce the 

security of IoT devices and enhance the privacy of the users as well as protect the sensitive data of 

the users [44].  The new proposed The Layered Cloud-Edge-Iot Model is shown in the diagram 3 

below.  

 

 

Figure 3: The Proposed New Model 

 

 

 

 

 

 

 

 

  

The proposed research model considers the identification of the threats and vulnerabilities 

in the previous models and the new models. It will compare the three aspects that include the 

security vulnerabilities, data protection and privacy [29]. The comparative research design was 

considered as an appropriate as it enables the researcher to determine which model can help in the 

protection of data and information of the users.  

Population & Sample & Unit of Analysis 

The study primary considered the various application model used by organization when 

adopting IoT. In the study, the five firms across different sector were considered as the sample for 

the research. Generally, the study population was huge and considered all the firms that have been 

using the IoT devices [30].  Although the population was large, selecting a sample of five firms 

was considered as an appropriate for the study.  

The study considered three main unit of analysis that includes the privacy, security and 

data protection. Each of these elopements was analyzed to determine the vulnerabilities of the IoT 

device [31]. The main concern of this research study was to determine the appropriate 
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infrastructure for the development of an appropriate IoT system. As a result, the study used the 

three unit of measurement to determine the percentage of the efficiency of the new model [51].  

 

Analyzing Data 

The analysis of data considered the three units of measurement to determine the data 

security for IoT devices. The main units of analysis are described in the equations below. 

Privacy, P=f (x) 

Security, S, = f (y) 

Data protection D, = f (z) 

The overall equation for reduction of security threat is given as follows. 

Efficiency = f (x) + f (y) + f (z) 

The overall efficiency is found by determining the total percentages of each unit for the 

measurements for each of the three models considered for analysis.  

 

Discussion of the Results 

The research study compared three models to determine their efficiency. The three models 

that include the IoT generic layered model, IoT stretched Model, and The Layered Cloud-Edge 

was compared to determine the one with highest percentage of efficiency that can reduce the 

security vulnerability of the devices [32]. The results are indicated in the table below.  

Table 1: Comparison of the Security efficiency of the models 

Number Model Security Efficiency 

1 IoT generic layered model 82 % 

2 IoT stretched Model  91 % 

3 The Layered Cloud-Edge 94% 

 The table one above shows the comparison of the security model for the three proposed 

IoT infrastructure. From the table, it is noted that The Layered Cloud-Edge has the highest 

percentage (94 %) followed by the IoT stretched Model (91 %) and lastly the IoT generic layered 

model (82 %). The result indicates that each model has a variation with regards to the efficiency 

of the security. This is an indication that IoT devices are subjected to some cyber security threats 

that can compromise their performance.  The threats of the cyber security in these models can be 

explained with ineffective infrastructure that can compromise their performance [33].  It shows 

that The Layered Cloud-Edge model is the most appropriate that can enhance the security of the 

users and ensure that their data remains safe and protected from various cyber-attacks and threats. 
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However, it is noted that there is no model that proves perfect in the protection of the user’s data 

and information.  

The comparison was also made on two models included the proposed model of the research 

study. The research compared the security effectiveness of the proposed model and one of the 

commonly used models by organizations. The table 2 below show a comparison between the 

proposed model and the IoT stretched Model.  

Table 2: Comparison Between the Proposed Model and the IoT stretched Model 

Number Model Security Efficiency 

1 IoT stretched Model  91 % 

1 The proposed Layered Cloud-Edge model 94% 

 

The comparison from the above table indicates that the proposed model has a high 

percentage of the frequency. It shows that the proposed model has 94 % frequency as compared to 

the IoT stretched Model. This show that the proposed model can prove appropriate in addressing 

the needs of the current organizations that depends on the IoT does perform several activities [34]. 

The findings of this research study indicate that there is a need to continue developing other models 

to improve the security of the IoT devices.  

Conclusion & Recommendations  

The research study on the IoT security, threat and data protection provides insightful 

information on how to improve the data reliability and validity. It shows that there is a need to 

develop an appropriate infrastructure to enhance the security of the users of IoT devices. From the 

findings, it is note that the proposed model for the IoT architecture proves powerful in addressing 

the security vulnerabilities that organizations and businesses face in their daily operations. As a 

result, it is important to design appropriate information devices that can improve the security of 

IoT.  

Based on the result of the research study, it is recommended that further research be 

conducted on the security vulnerability and threats. This is because the proposed model is still not 

100 % security efficient which means that there is a need for the design of new model. Also, the 

future research study should focus on increasing the sample size to capture adequate data that can 

ensure that there is full representation of the population sample.  
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