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ABSTRACT

Cloudcomputingisaverylargestoragespacethatcanbeaccessedviaaninternetconnection.This
concepthasappearedtofacilitatethepreservationofpersonalandcorporatedataandtheeaseof
sharing,andthisdatacanalsobeaccessedfromanywhereintheworldaslongasitisontheinternet.
Largegapshaveemergedarounddatatheftandviewing.Accordingly,researchershavedeveloped
algorithmsandmethodstoprotectthisdata,buttheattemptstopenetratethedatadidnotstop.In
thisresearch,theauthorsdevelopedamethodthatcombinesXORandgeneticalgorithmstoprotect
thedataonthecloudthroughencryptionoperationsandkeepthekeyfrombeinglostorstolen.The
datathatisuploadedtocloudcomputingmaybeimportant,andweshouldnotallowanypartyto
seeitorstealit.Therefore,itbecameimperativetoprotectthisdataandencryptit.Theauthorshave
developedanalgorithmthatusesXORandgeneticalgorithmsintheencryptionprocess.
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INTRODUCTION

If amessagehasbeen alteredormodifiedduring transmission, the receivermust be capableof
detectingit.Nooneshouldbeabletoexchangeafalsemessagefortheactualmessage,orpartsofit.
(Delfs,Knebl,&Knebl,2002;Gou,Yamaguchi,&Gupta,2017).Fourthly,non-repudiationisthe
digitalsignaturethatprovidesthenon-repudiationservicetosolveaproblemthatmayhappenwhen
thesenderdoesnotpassthemessage.

Theconceptofcloudcomputingappearedaroundtheyear2000,buttheconceptofcomputing
appearedasaservicearoundtheyear1960(“Zdnet,”),cloudcomputingisusedtostoreandshare
dataanditisanewformofdatastorageandretrieval.ExamplesincludeGoogleDrive,Dropbox,etc.
Apersonalaccountiscreatedwiththeusernameandpasswordwhereaspecificcapacityisgivento
storageinthecloud,storageandaccesstodatacanbedoneatanytimeandfromanyplacewiththe
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internet,thecloudcanbeusedbyusers,companies,andgovernments(Gupta,Yamaguchi,&Agrawal,
2018).Inthecloud,you’llfindeverythingfromstandardofficeappstostorage,networking,andthe
abilitytohandlenaturallanguageandartificialintelligence.(Al-Nawasrah,Almomani,Atawneh,
Alauthman,&Computing,2020;Almomani,Alauthman,Alweshah,Dorgham,&Albalas,2019;
Dorgham,Al-Rahamneh,Almomani,Khatatneh,&Computing,2018;Manasrah,Smadi,ALmomani,
&Sciences,2017;“Zdnet,”).

“Cloudcomputing”describesdatacentersthatareaccessibletomultipleusersviatheInternet.
(Bhushan,&Gupta,2017;Mishra,Gupta,&Gupta2020).Theusercanuploaddataonthecloud
andshareitwithothers;noonecantakethedataorknowwhatthedatais.Inadditiontothat,cloud
securityconsistsofasetofprocedures,controls,policies,andtechnologiesthatworktogetherto
protectsystems,infrastructure,aswellascloud-baseddata.Storingdatainthecloudratherthanon
localstorageprovidesanumberofadvantages,butalsoraisesquestionsaboutsecurityandprivacy.
Storedatainencryptedformtoalleviatetheseissues.(Gupta,2021).

Public, private, communal, and hybrid clouds are the four categories of clouds. The public
cloudisatypicalmodelandmorepopular,whereuserscanusethecloudservicesbycloudservice
providers,suchasAmazon,Google,etc.Privatecloudusebyasingularentitywithhighprivacy,a
privatecloudusedbyorganizationsthatrequiredinfrastructurefortheirapplications,community
cloudisusedbyasocialityofusers,severalorganizationssharetheinfrastructure,hybridcloudis
simplyacombinationofmanyclouds,itallowstouserscontrolininfrastructure.

Thedataon thecloud ishacked,due topoorprotectionandsecurity.Wespecialize indata
encryptionoperations(Stergiou,Psannis,Gupta,&Ishibashi,2018;Gupta,&Agrawal,2021),many
encryptionoperationsuseakeytodecryptionandobtaindata,intraditionalencryptionmethodsthe
keyisstoredwiththeuserwhichleadstolossofthekeyandlossofinformationcompletely,wehave
developedamechanismthatstoresthekeywithdataandstoresitintwoclouds.Whenweapplyour
algorithm,weguaranteenodataloss.

ThisresearchaimstodevelopamethodthatcombinesXORandGeneticalgorithmtoprotect
thedataonthecloudthroughencryptionoperationsandkeepthekeyfrombeinglostorstolen.The
benefitsofthisalgorithm,weusedarandomkeyforencryptionanddecryption,sothehackercannot
determinethekey.Forthisreason,ouralgorithmismoresecure.Theotherpartsofthisstudyare
illustratedthroughsectionNo.2,therelatedworkencryptionanddecryptionincloudcomputing.
Section3proposedamethodologyforoutlinesthenewencryptionanddecryptionincloudcomputing
basedonXORandGeneticalgorithm.Section4comprisestheexperimentsandresults,describesthe
datausedinthispaper.Finally,inSect.5includestheconclusionsandimplicationsforfuturework.

RELATED wORK

Muchofthepersonaldataandinformationofcompaniesandindividualsarestoredonthecloud,many
hackershaveaccesstoallorpartoftheinformation,soresearchersmustfindwaystoprotectthisdata.

In(Namasudra,Devi,Kadry,Sundarasekar,&Shanthini,2020)proposedandexplainsamethod
thatprotectsthedataonthecloudwithencryptionandusesalong1024-bitDNAbasedpassword
generationtechniquebasedonasecretattributeoftheuser.ShivaniSuggestsdevelopingtheuse
ofageneticalgorithmintheencryptionprocessandstoringthedataencryptedinthecloudina
waythatisdifficultforhackerstoaccess.Mall,S.,&Sarojexplainsthemechanismofusingthe
geneticalgorithminencryptinginformationandhowitisstoredinthecloud(Mall&Saroj,2018).
In (Kumari, Ekka, & Yadav, 2019) discusses some cryptographic algorithms such as Advanced
EncryptionAlgorithm(AES),DataEncryptionStandard(DES),IDEA,BlowfishAlgorithm,Triple-
DES(TDES),Rivest–Shamir–Adleman(RSA),andDiffie-HellmanKeyExchange.Wang,C.,etc.,
(Wang,Wang,Ren,&Lou,2010)proposeaprivacy-preservingpublicauditingsystemtoprotectthe
dataoncloudcomputing,theyuserandommaskingandthehomomorphicauthenticatortoprevent
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theTPAfromlearninganyknowledgeaboutthedatastoredonthecloudserver.In(Dhote,2016)
usehomomorphicencryption,performedthemultiplicationandmodoperationsinencryptionand
decryption.(Jing,2014)Theyarestudyingthecloudstoragedataprotectionmodelandexecuting
encryptedstorageofuserdatainthedouble-keyform.Theyusedasymmetricencryptionalgorithm
toencrypttheuserdataandtheyusedanasymmetricencryptionalgorithmtoencryptthesecretkey.
TheyusedAESAlgorithmforencryption.Theprivatekeyismanagedandcontrolledbyusers,but
theusermayforgetthekey.

Riyaldhi&Kurniawan(Riyaldhi&Kurniawan,2017)useAES,becauseofitsslowness,they
offeranovelway tospeedupAESencryptionusingshift rowandS.Boxmodification formix
columntransformations.

NieandZhang(2009)studythetwoencryptionalgorithmsDESandBlowfish.Theyanalyzedthe
securityforbothalgorithmsandoverviewedthebasefunctions.VermaandSingh(2013)suggested
adevelopedversionoftheRivestCypher6(RC6)BlockCipherAlgorithm.Theseround-keysare
usedtwicetoencryptthefileinthisproducedversion,whichrequires2r+4additiveroundskeys.

Goshwe and Security (2013) use precise message block sizes to construct encryption and
decryptionalgorithms.Datacanbetransferredfromonecomputerterminaltoanotherviaanunsecured
networkenvironment.GuptaandSharma(2012)useasymmetriccryptographyandtheyproposed
anewmethodbycombiningthetwoalgorithmsRSAandDiffie-Hellmantoachievemoresecurity.

QasemandQatawneh(2018)TheuseofMPIandMapReduceinparallelalgorithmsonamulti-
coresystemhelpsspeeduptheHillcipheralgorithm.

Ramasamy,Prabakar,Devi,andSuguna(2009)presenttheimplementationofElliptic-Curve
Cryptography(ECC).Firstly,theytransformedthemessageintoanaffinepointontheElliptic-Curve
(EC)andthenusedtheknapsackalgorithmonECCencryptedmessageoverthefinitefieldGF(p).

Arora, Khanna, Rastogi, & Agarwal (2017), an HCS that integrates both symmetric and
asymmetricencryptiontocreateanenvironmentthatissecureincloudcomputingenvironments.
Toachievethisgoal,theyhavedevelopedamulti-factorauthenticationandencryptionsystemthat
leveragesmanylevelsofcryptography.

PROPOSED METHODOLOGy

WeenhancementnewmethodtoencryptionanddecryptiondatabyusingXORandGeneticalgorithm,
thenwilluploadordownloaddataon/fromacloud.Wewillseparatedataafterencryptionintotwo
files;eachfileisstoredonaseparatecloud.Ourresearchiscontainingtwoparts.Thetwopartsare
encryptionanddecryptionasshowninfigure1.

Data Features
Thedatausedintheencodinganddecodingprocessesaretexts,andthesetextsmaycontainuppercase
andlowercaseletters.Inadditiontothat,thetextmaycontainnumbers,symbols,orspace.

Encryption Phase
Fortheclarificationoftheencryptionprocess,wecanrealizethisprocessinfigure2.

Aswefollowthestepsintheflowchart,thestepsareasfollowing:

Step 1:Enterthedataforencryption.Forexample(HI).
Step 2:WewillconvertdatatoASCIIcode.Thecharacter(H)inASCIIcodeisequal(72)andthe

character(I)inASCIIcodeisequal(73).
Step 3:WewillconvertASCIIcodetoBinary.Inourexample,wehavetwonumbersinASCIIcode

(72)and(73).Whenweconvert(72)tobinaryisequal(01001000).Also,whenconvert(73)to
binaryisequal(01001001).
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Figure 1. Our approach for cryptography

Figure 2. Encryption data approach
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Step 4:Wewillsplitthebinaryintoblocks,eachblockhas8bits.Inourexample,thefirstblockis
(01001000)andthesecondblockis(01001001).

Step 5:Createrandomkeys,eachkeyhas8bits.Thenumberofrandomkeysisequaltothenumber
ofblocks.So,tocompleteourexample,weletthefirstrandomkeyis(10001000)andthesecond
randomkeyisequal(11001100).

Step 6:UsingXORforencryption.Inourexample,whendoXORbetweenthefirstblockandthefirst
randomnumber(01001000⊕10001000)theresultis(11000000),andwhendoXORbetween
thesecondblock(01001001)andthesecondrandomkey(11001100)theresultis(10000101).

Step 7:EncryptionbyusingaGeneticalgorithm.Wewilltakethefirst4bitstostartfromtheLSB
ofeachblockafterdoingXOR,thenmakeacomplimentforthem.Inourexample, thefirst
blockis(11000000)andwhenwemakeacomplementforthefirst4bitsoftheblocktheresult
is(11001111).Also,thesecondblockis(10000101)andwhenwemakeacomplementforthe
first4bitsoftheblocktheresultis(10001010).Thefirstblockrepresents(Ï)inASCIIcode,
andweknowtherandomkayforthefirstblockrepresents(ˆ)inASCIIcode.Thesecondblock
represents(Š)intheASCIIcode.Also,weknowtherandomkeyforthesecondblockrepresents
(Ì)intheASCIIcode.

Step 8:Uploadfileencryption.Nowwhenweencryptionthedata,wewilluploadtheencrypted
dataonthecloud.

Afterfinishingtheencryptionprocess,weseparatedthedataintotwofiles,andwearrangement
eachencryptedcharacteranditsrandomnumberintofiles.Inwhich,thefirstcharacterafterencryption,
wewillstoreitinfile1anditsrandomnumberinfile2.Also,thesecondcharacterafterencryption,
wewillstoreinfile2anditsrandomnumberinfile1.Andsoon,untiltheenddata.

Decryption Phase
Fortheclarificationofthedecryptionprocess,wecanseethisprocessinfigure3.

Figure 3. Decryption data approach
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Aswefollowthestepsintheflowchart,thestepsareasfollowing:

Step 1:Downloadthefilefromthecloud.Wewilldownloadtwofilesfromthecloud.
Step 2:DecryptionbyusingaGeneticalgorithm.Whenwedownloadtwofiles,wetakethefirst

characterfromeveryfile.Weknowthefirstcharacterinfile1representsthefirstencrypted
characterfromdataandthefirstcharacterfromfile2representstherandomkeyforthefirst
encryptedcharacter.Inourexample,file1contains(ÏÌ)andfile2contains(ˆŠ).Nowweconvert
eachcharactertoBinary,thenwemakeacomplementforthefirst4bitsfromthefirstencrypted
character(ÏinBinaryisequalto11001111)theresultaftermakingcomplement(11000000)and
makecomplementforthefirst4bitsfromthesecondencryptedcharacter(ŠinBinaryequal
10001010)theresultaftermakingcomplement(10000101).

Step 3:UsingXORfordecryption,wemakeXORbetweentheresultoftheGeneticalgorithmand
itsrandomkey.Inourexample,whendoXORbetweenthefirstcharacteranditsrandomnumber
(11000000⊕10001000)theresultis(01001000),andwhendoXORbetweenthesecondcharacter
anditsrandomnumber(10000101⊕11001100)theresultis(01001001).

Step 4:ConvertBinarytoASCIIcode.WewillconverttheresultofXORforeachcharactertoASCII
code.Inourexample,thefirstcharacter(01001000)isequalinASCIIcode(72),andthesecond
character(01001001)isequalinASCIIcode(73).

Step 5:ConvertASCIIcodetoData.Thefirstresult(72)represents(H),andthesecondresult(73)
represents(I).

Step 6:Wewillgetoriginaldata(HI).

TESTING AND RESULTS

WecreatedaprogramtorunouralgorithmbyusingJAVAlanguage.Thespecificationofthelaptop
thatrunstheprogramisWindows7Ultimate64-bitandCPUisIntel-COREi3and8GB-RAM,and
wedevelopedadesktopapplication(GUI).ThisGUIapplicationcanencryptanddecryptanytext
regardlessofitssize.

Thewindowoftheapplicationiscontainingsomeelements,asweseeinfigure4.

Figure 4. Encryption and decryption application
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Toperformtheencryptionprocess,weputthedatafilelinkin1andweputthelinkofthefiles
wheretheencrypteddataisstoredin2and3,thenwepresstheencryptionbutton7.Toperformthe
decryptionprocess,thelinksoftheencryptedfilesareplacedin4and5stepsandthelinkofthefile
tostoredataafterdecryptionin6,thenwepressthedecryptionbutton8.

Aswecanseeintheexamplebelow,weencryptedanddecrypted(HI).Wecanseeitinfigure5.
Wefollowedtheoutputofeachstepintheencryptionprocess.Asshowninfigure6.

Figure 5. Encryption and decryption example

Figure 6. Output of each step at encryption process, (A) String to Ascii, (B) Ascii to Binary, (C) Encrypting, (D) Binary to Ascii, 
and (E) Ascii to String
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Inpart(A),weconvertedfromstringtoASCII,inpart(b)weconvertedfromASCIItobinary,
inpart(c)wemadeencryptionprocess,inpart(d)weconvertedfrombinarytoASCIIandinpart
(e)weconvertedfromASCIItostring.

Wefollowedtheoutputofeachstepatthedecryptionprocess,asshowninfigure7.
Inpart(A),weconvertedfromstringtoASCII,inpart(b)weconvertedfromASCIItobinary,

inpart(c)wemadedecryptionprocess,inpart(d)weconvertedfrombinarytoASCIIandinpart
(e)weconvertedfromASCIItostring.

CONCLUSION AND FUTURE wORKS

Thedatathatisuploadedtocloudcomputingmaybeimportantandweshouldnotallowanypartyto
seeitorstealit.Therefore,itbecameimperativetoprotectthisdataandencryptit.Wehavedeveloped
analgorithmthatusesXORandgeneticalgorithmsintheencryptionprocess.Wedividedatainto
twofilesthatanyfiledependsoneachother,andwestoreeachfileonacloud.Ourmethodismuch
betterthanothermethods.

Inourmethod,However,encryptiondoesnotsolvealloftheproblemsassociatedwithprivacy,
liketheinabilitytoperformabasicsearchandarestrictioninflexibilitywhensharingdatawith
otherusers,amongothers.Tofurtherensureprotection,wesuggestusingalgorithmsthatrelyon
randomstorageorimprovingthestoragemethod,andwealsosuggestusingalgorithmstocompress
filesandreducethesizeoffiles.

Figure 7. Output of each step at decryption process, (A) String to Ascii, (B) Ascii to Binary, (C) Decrypting, (D) Binary to Ascii, 
and (E) Ascii to String
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